Return Mail Processing Center

<<Mail ID>>
<<Name 1>>
<<Name 2>>
<<Address 1>>
<<Address 2>>
<<Address 3>>

<<Date>>

<<Address 5>>
<<City>><<State>><<Zip>>
<<Country>>
Re: Notice of Security Incident

REF 3# <<CRX ID NUMBER>>

Dear <<Name 1>>:
CaptureRx is a vendor that provides services to certain healthcare providers, including <<Entity Name Long>>. CaptureRx is
your personal information. We are providing you with information about the event, our response to it, and resources available to
you to help protect your information, should you feel it appropriate to do so.
What Happened?
this, CaptureRx immediately began an investigation into this activity and worked quickly to assess the security of its systems.
authorization.

What Information Was Involved?
of this incident.
What Is CaptureRx Doing? Data privacy and security are among CaptureRx’s highest priorities, and there are extensive
measures in place to protect information in CaptureRx’s care. Upon learning of this incident, CaptureRx moved quickly to
As part of CaptureRx’s ongoing commitment to the security of information, all policies and procedures are being reviewed and
enhanced and additional workforce training is being conducted to reduce the likelihood of a similar future event.
What You Can Do. We encourage you to remain vigilant against incidents of identity theft and fraud, to review your account
Please also review the information contained in the attached “Steps You Can Take to Protect Personal Information.”
For More Information. We recognize that you may have questions not addressed in this letter. If you have additional questions,
Sincerely,
CaptureRx
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STEPS YOU CAN TAKE TO PROTECT PERSONAL INFORMATION
Monitor Your Accounts
We encourage you to remain vigilant against incidents of identity theft and fraud by reviewing your account and monitoring your
free credit reports for suspicious activity and to detect errors. Under U.S. law, a consumer is entitled to one free credit report
annually from each of the three major credit reporting bureaus, Equifax, Experian, and TransUnion. To order your free credit
report, visit www.annualcreditreport.com
reporting bureaus listed below to request a free copy of your credit report.

to take steps to verify the consumer’s identity before extending new credit. If you are a victim of identity theft, you are entitled
to an extended fraud alert, which is a fraud alert lasting seven years. Should you wish to place a fraud alert, please contact any
one of the three major credit reporting bureaus listed below.
As an alternative to a fraud alert, consumers have the right to place a “credit freeze” on a credit report, which will prohibit a
credit bureau from releasing information in the credit report without the consumer’s express authorization. The credit freeze is
designed to prevent credit, loans, and services from being approved in your name without your consent. However, you should be
may delay, interfere with, or prohibit the timely approval of any subsequent request or application you make regarding a new
loan, credit, mortgage, or any other account involving the extension of credit. Pursuant to federal law, you cannot be charged to
place or lift a credit freeze on your credit report. To request a security freeze, you will need to provide the following information:
1.
2.
3.

Full name (including middle initial as well as Jr., Sr., II, III, etc.);
Social Security number;
Date of birth;

5.

Proof of current address, such as a current utility bill or telephone bill;

7.

A copy of either the police report, investigative report, or complaint to a law enforcement agency concerning identity
theft if you are a victim of identity theft.

Should you wish to place a credit freeze, please contact the three major credit reporting bureaus listed below:
Equifax
https://www.equifax.com/personal/

Equifax Credit Freeze, P.O. Box

Experian
https://www.experian.com/help/

TransUnion
https://www.transunion.com/

Experian Fraud Alert, P.O. Box

TransUnion Fraud Alert, P.O.

Experian Credit Freeze, P.O. Box

TransUnion Credit Freeze, P.O.

Additional Information
You may further educate yourself regarding identity theft, fraud alerts, credit freezes, and the steps you can take to protect your
personal information by contacting the consumer reporting bureaus, the Federal Trade Commission, or your state Attorney General.
www.identitytheft.gov;

that you have been a victim. Instances of known or suspected identity theft should also be reported to law enforcement and your state
Attorney General. This notice has not been delayed by law enforcement.
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